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Security Operation Center that Detects Cyber Threats
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Abstract Security Operation Center (SOC) has important functions which to detect, monitor and analyze
cyber threats for information systems. SOCs are classified into three types, private SOC, public (commer-
cial) SOC, and hybrid SOC, according to the form of installation. As an operation system, it is possible to
improve the defense capability of the organization by coordinating with the CSIRT that handles incidents.
In actual operation, it is important to clarify and verify processes such as organizing work lists and orga-
nizing activities. Since the use of external services will increase in the future, the ability to utilize them

correctly is required.
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